ABSTRACT This paper studies the secure transmission issue for simultaneous wireless information and power transfer in a multiuser multiple-input-multiple-output system with multiple external eavesdroppers, where the transmitter broadcasts independent confidential messages to different legitimate receivers. Each receiver can be seen as an internal eavesdropper intended by other receivers. Our objective is to achieve the robust beamforming design under imperfect channel state information, in which the total transmission power is minimized with constraints on the achievable secrecy rate and the energy harvesting. Since the problem is nonconvex, we propose a two-level optimization scheme. For the inner problem, we investigate two conservative relaxation approaches, large-deviation inequality and Bernstein-type inequality (BTI), to reformulate the outage secrecy rate constraints into some convex ones, yielding a convex optimization by semidefinite programming (SDP) relaxation. For the outer problem, it is a K-variable optimization problem, which can be solved via the novel line-dimensional-like search method. Moreover, we characterize the rank profile of SDP relaxed solution for these two approaches. Specifically, the optimal solution is proved to be rank-one. Numerical results are provided to verify the performance of the proposed algorithms, where the LDI-based scheme outperforms the BTI-based scheme in terms of energy efficiency.
I. INTRODUCTION
In recent years, simultaneous wireless information and power transfer (SWIPT) has been considered as a promising solution to mitigating the energy scarcity problem in wireless communication networks. With the SWIPT technology, the available radio frequency (RF) signal transmitted by base station (BS) is not only decoded by the receivers for information but also used to charge the receivers' batteries. In most existing works, two practical receiver schemes, time switching (TS) [1] and power splitting (PS) [2] , have been investigated for SWIPT. In TS, the receiver performs information decoding (ID) and energy harvesting (EH) in different time slots. In PS, the receiver splits the received signal into two partions with a power ratio so as to decode the information and harvest the energy. In general, PS presents a better performance in terms of rate-energy trade-off than TS [2] - [4] . Thus, we consider PS in this paper.
Unlike conventional wireless communication networks, the transmitter in SWIPT systems needs to increase the transmission power of the information-bearing signal to meet the requirements of energy harvesting at the receivers. This may cause the potential information leakage and makes the wireless information more susceptible to the external eavesdropping due to the broadcast nature of the wireless channel. Also, to further improve the energy harvesting efficiency, the energy receivers (ERs) are often placed closer to the transmitter than the co-located receivers (CRs) [5] . This leads to an unexpected security risk that the transmitted confidential message intended for CRs may be eavesdropped by the ERs.
Thus, it is important to guarantee the security in SWIPT systems. On one hand, the energy harvesting requirements of the ERs have to be satisfied for efficient harvesting. On the other hand, the transmit beamforming should be optimally designed to ensure that the confidential information could be securely delivered to the CRs even in the presence of potential eavesdropping from the ERs [6] . There have been a great deal of encryption algorithms to increase the security performance of the wireless networks. However, they might not be applicable to the SWIPT systems as they increase the computional complexity and also may underestimate the computational capability at the adversaries [7] .
Recently, physical layer security as an alternative technology has been investigated to ensure the security of SWIPT [6] , [8] , [9] . Liu et al. [6] investigated a MISO SWIPT systems, where they formulated two optimization problems: 1) the secrecy rate maximization for the information receiver subject to individual harvested energy constraints of energy receivers, 2) the weighted sum energy maximization for the energy receivers subject to a secrecy rate constraint on information receiver. Both problems could be relaxed via semidefinite programming (SDP) relaxation. The corresponding optimal transmit beamforming and power allocation were designed. In [8] , the secrecy rate maximization was achieved by jointly designing AN-aided transmission and PS scheme subject to the transmission power constraint and energy harvesting constraint. Zhang et al. [9] focused on the total transmission power minimization while guaranteeing the secrecy rate and energy harvesting constraints at each receiver in multiuser SWIPT MISO systems, where they proposed a low-complexity suboptimal algorithm based on the genetic algorithm to solve the problem.
All these works assume that the transmitter has perfect CSI. However, this may not be possible in some applications. For example, due to the channel delay, the estimated CSI at the transmitter is often outdated. Hence, Chu et al. [10] and Ng et al. [11] considered the channel uncertainty model for SWIPT. Chu et al. [10] considered the MISO SWIPT scenario and studied the secrecy rate maximization problem by designing the optimal transmit beamforming in two cases: with AN and without AN. In [11] , the security with SWIPT was addressed in the presence of passive eavesdroppers and potential eavesdroppers (idle legitimate receivers). Note that the existing works [6] , [8] - [11] consider the case where the transmitter only sends a single confidential message. In multiuser MIMO SWIPT downlink, this is not the case. Furthermore, other works studied the worst-case robust approaches [12] - [14] , in which the channel errors were assumed to be specified within a deterministic bounded set. This might not always be feasible when considering the randomness of the channel estimation error. Hence, the transmitter may not obtain the deterministic channel model perfectly.
For multiuser MIMO SWIPT broadcast systems, all other users could be seen as the internal eavesdroppers. Also, most existing works focus on the external eavesdroppers. However, few works take into account potential eavesdropping from inside, especially in homogeneous network. This brings a new challenge to guarantee the security of the multiuser MIMO SWIPT system.
In this paper, we consider a secure multiuser MIMO SWIPT system, where a user broadcasts independent confidential messages to different receivers and attempts to keep the internal/external eavesdroppers from the secret messages. The main contributions can be summarized: 1) First, we aim to achieve the robust beamforming design with CSI uncertainty. We minimize the total transmission power with constraints on the secrecy rate and the energy harvesting. For the inaccurate channel estimation, statistical information of channel uncertainty is available at the transmitter. 2) We propose a two-level optimization scheme to tackle with the nonconvex minimization problem. It first can be relaxed via SDP relaxation. Then, we consider two conservative approximation approaches: LDI and BTI, to reformulate the nonconvex constraints into the linear matrix inequalities (LMI) and the second-order cone (SOC) constraint. The outer problem is a K-variable optimization problem, which can be solved via novel line-dimensional-like search (LDLS) method. Moreover, we characterize the rank profile of the SDP relaxed solution for these two approaches to show the tightness of SDP relaxation.
The rest of the paper is organized as follows: Section II presents the system model and the problem formulation. The robust beamforming design is given in Section III. Section IV presents the simulation results to evaluate the proposed scheme. Conclusions are drawn in Section V.
Notation: In this paper, the upper case boldface letters and the lower case boldface represent the matrices and the vectors, respectively. C N stands for N -dimensional complex vector. H is the set of N × N complex Hermitian matrix. (·) H is the conjugate transpose. Tr(·) stands for the trace of a matrix and E(·) is the expectation operation. · is the Euclidean norm and · F denotes the Frobenius norm. Vec(A) is the vectorversion of the matrix A and ⊗ is the Kronecker product. A 0 denotes that A is a positive semidefinite matrix. I represents the identity matrix and λ max (·) is the maximum eigenvalue. {·} stands for the real part of a complex number. x ∼ CN (s, ) means the random vector x follows from the complex circularly symmetric Gaussian distribution with the mean vector s and the variance matrix .
II. SYSTEM MODEL A. SYSTEM MODEL
We consider SWIPT in a multiuser MIMO broadcast system as shown in Figure 1 , which consists of one transmitter equipped with N t (N t > 1) antennas, K single-antenna CRs and L single-antenna ERs. In this model, it is assumed that the ERs are closer to the transmitter than the CRs so as to harvest energy from the transmitter well. We consider the homogeneous users. The transmitter simultaneously broadcasts K independent confidential messages to the kth CR only. In this case, each CR could be seen as a internal eavesdropper interested in the messages for others. While harvesting the energy, the ERs could be seen as the external eavesdroppers, and behave passively to eavesdrop the confidential messages. For convenience, we denote C = {1, . . . , K } and L = {1, . . . , L} as the index sets of all the CRs and ERs, Therefore, the received signals at the kth CR and the lth ER can be expressed as:
(1)
where h k ∈ C N t ×1 and h l ∈ C N t ×1 represent the channel vectors from the transmitter to the kth CR and to the lth ER, respectively. s i denotes the confidential message intended for the ith CR with E{ s i 2 } = 1, and q i ∈ C N t ×1 is the corresponding precoding vector. n k ∼ CN (0, σ 2 k ) and n l ∼ CN (0, σ 2 l ) represent the additive white Gaussian noise vectors at the kth CR and the lth ER, respectively.
In this system, each CR is assumed to adopt PS to decode the information and harvest energy from the received signal. Specifically, for each CR, the received signal is split by the PS ratio ρ 
is the additive Gaussian noise caused by the power splitting. Hence, the SINR at the kth CR is written as:
Due to the inherent openness of the wireless channel, the internal CR eavesdroppers could jointly perform the eavesdropping. This may occur when the confidential message intended for the kth CR is eavesdropped by the other K − 1 CRs. In this paper, to guarantee the secrecy, we consider the worst-case scenario. First, all the i = k CRs cooperate maliciously to eavesdrop the message s k . This means the other K −1 CRs can be equivalently treated as a single eavesdropperk with K − 1 receive antennas [15] . In addition, the eavesdropper doesn't perform the EH process, i.e., ρ p k = 1, to increase its eavesdropping capability. Second, it is assumed that the collusive eavesdropperk can remove the inter-user interference by using the successive interference cancellation [9] , [11] , [16] . Therefore, the signalỹ k at the eavesdropperk can be equivalently expressed as:
where
represents the channel matrix for the equivalent eavesdropperk, and nk
] is the Gaussian noise vector. Thus, the SINR k for the internal CR eavesdropperk is given by:
In addition, the energy signal harvested by the kth CR can be expressed as:
On the other hand, due to the broadcast nature of the wireless channel, the confidential messages can also be overheard by the ERs. In this system, we assume each ER adopts the power splitting with the PS ratio ρ p l (0 < ρ p l < 1) to eavesdrop the received signal while harvesting energy. In this case, the received signal at the lth ER in (2) can be rewritten as:
is the additive Gaussian noise caused by the power splitting. Thus, for the confidential message intended for the kth CR, the SINR at the lth ER can be equivalently expressed as:
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Similar to [17] and [18] , the achievable secrecy rate at the kth CR can be expressed as
The harvested energy at the kth CR and the lth ER is:
respectively, where 0 < η k ≤ 1 and 0 < ξ l ≤ 1 represent the harvesting efficiency at the kth CR and the lth ER, respectively, which are set to be 1 for simplicity. For SWIPT, a commonly used criteria for secure communication is to minimize the total transmission power subject to the constraints on the achievable secrecy rate and the energy harvesting at all the receivers as [11] :
whereR k > 0,Ē i > 0 are the corresponding secrecy and energy requirements at the receivers, and P is the maximum allowable power. Remark: Note that our optimization aims to minimize the transmission power with guaranteed secrecy rate in an unreliable network. In this case, since other users are hostile, there is no need to minimize the interference to other users for the kth user and hence to keep the preceding vectors orthogonal. In some previous works, a reliable network was considered so that the minimization of interference or the orthogonality of the precoding vectors were more important. This is a different optimization problem with different objectives, compared with ours. Also, we assume that the other K − 1 users can adopt interference cancellation if they want. Thus, the orthogonality of the precoding vectors is not considered in (14) .
B. CSI UNCERTAINTY AND PROBLEM FORMULATION
One factor that could significantly affect the above transmission power minimization is the availability of CSI between the transmitter and the receiver. Due to the limitation of the channel estimation, it is usually hard to achieve perfect CSI in practical applications [19] - [21] . As a result, the CSI uncertainty or error must be taken into consideration to achieve optimal beamforming for secure communications. In this paper, we use the statistical channel uncertainties for each receiver, which are determined as:
whereh k ∈ C N t ×1 andh l ∈ C N t ×1 are the estimated channel vectors for the kth CR and lth ER, respectively. h k ∼ CN (0, R k ) and h l ∼ CN (0, P l ) are the corresponding statistical errors, where R k and P l are positive semidefinite matrices. For each internal eavesdropperk, the channel uncertainty is defined as:
Hk is the corresponding channel error, and
In general, imperfect CSI knowledge would definitely increase the difficulty of a transmitter design. It may not always achieve the secure constraints. Fortunately, occasional outage without affecting users' service can be considered as an alternative solution. Therefore, it is reasonable to design the optimal robust beamforming to meet the secrecy rate requirements with high probability. Thus, we aim to minimize the total transmission power while maintaining the outage constraints under the imperfect CSI:
where (18b) represents the outage secrecy rate for the information decoding at each CR, (18c) is the outage energy harvesting constraint to ensure energy harvested successfully at the CRs and the ERs. ρ k , ρ i are the maximum allowable outage secrecy probabilities for (18b), (18c), respectively. In addition, the constraint (18b) guarantees that the kth CR could reliably decode the information at least (1−ρ k )×100% of the time. Similarly, each CR/ER could successfully harvest the minimum power at least (1−ρ i )×100% of the time under the constraint (18c). Note that, due to the coupled optimization variables q k , ρ p k , the complicated outage constraints and the channel errors as well as the quadratic terms of q k , the problem shown in (18) is not convex and intractable. 
III. ROBUST BEAMFORMING DESIGN
In this section, we present the robust beamforming design, for which we develop a two-level optimization scheme to deal with the non-convex problem in (18) . We first use two approximation approaches to reformulate the inner problem into a tractable convex one, and then propose the LDLS scheme to achieve the robust beamforming design.
A. TWO-LEVEL OPTIMIZATION PROBLEM
By introducing the slack variables η k , ∀k and fixing Q k = q k q H k , the problem in (18) can be expressed as:
where t k = 2R k η k − 1. Furthermore, η k , ∀k represents the maximum achievable rate for the internal and external eavesdroppers. Thus, η k , ∀k plays a crucial role to balance the system security. Nevertheless, the problem in (19) is still not convex because of the quadratic-over-quadratic constraints, the outage constraints, the rank-one restrictions and the channel errors. To make this problem tractable, we propose a two-level optimization algorithm. Specifically, the problem (19) can be equivalently recast into:
In the first level, we use two convex approximate approaches: LDI-based approach and BTI-based approach, to solve the inner minimization problem in (20) for any given sets of η k , ∀k. In the second level, we propose a linedimensional-like search scheme which leads to the solution to the maximization in (20) .
B. SAFE CONVEX APPROXIMATIONS FOR THE INNER PROBLEM
In this subsection, we turn our attention to the inner minimization problem based on imperfect CSI, for which we propose two conservative approaches: LDI-based approach and BTI-based approach. For any given sets of η k , ∀k, we first drop the rank-one constraints and replace h k , h l and Hk with (15), (16), (17), respectively. Consequently, the inner optimal problem can be further rewritten as:
Tr Hk + Hk (21) is still non-convex due to the outage constraints and the channel errors.
Since h k is given by h k ∼ CN (0, R k ), it can be derived
k u k , where u k ∼ CN (0, I). Hence, (21b) can be further transformed as:
Similarly, (21e) can be reformulated as:
For h l ∼ CN (0, P l ), we have h l = P 1 2 l v l , where v l ∼ CN (0, I) . Thus, (21f) and (21d) can be rewritten as, respectively
In the following, we tackle with these outage constraints by using some safe convex approximations based on the LDI-based approach and the BTI-based approach.
1) LDI-BASED APPROACH
In this subsection, we develop convex restriction approximations by using the decomposition of LDI-based approach ([22, Lemma 2]), which is very useful for complex Gaussian quadratic functions. Using this approach and performing some mathematical manipulations, (22) can be relaxed into:
where τ k , ψ k and θ k are the slack variables. Here,
. Interestingly, the constraint (26) is tractable and computationally efficient in terms of the LMIs and the SOC constraints.
Using a similar approach and the mathematical analysis, the constraint (23) can be expressed as:
where τ p k , ψ p k and θ p k are the slack variables. Similarly, we express the constaint (24) as:
where τ l , ψ l and θ l are the slack variables. The constraints (23) and (24) already violate the intractable outage restrictions and are computationally efficient using (27) and (28) . Next, we consider the constraints (21c) and (25) for the internal/external eavesdroppers. Intuitively, they are hard to be reformulated by the LDI-based approach as they are not probabilistic outage constraints. In order to remove the channel errors, we first take Sphere Bounding method in [22] to specify the channel uncertainty region.
Thus, (22) can be expressed as:
). Interestingly, specifying the set of the channel uncertainty region
is sufficient to guarantee the outage constraint (22) . Since u k is defined as u k ∼ CN (0, I), it can be easily verified that u k 2 follows a Chi-square distribution with 2N t degrees of freedom. Thus the channel uncertainty region holds for
(a) denotes the inverse cumulative distribution function of a Chi-square random variable a with m = 2N t degrees of freedom. That is to say, the channel uncertainty region for the CRs can be specified into the ball S with a radius of ξ k .
The constraint (21c) is non-convex due to the channel errors Hk , ∀k. However, it is hard to remove the channel uncertainty Hk in (21c) using the LDI-based approach due to its non-probabilistic style. So we exploit the following matrix identities: 
to transform the constraint (21c). After some mathematical manipulations, we obtain:
where hk = Vec(Hk ), hk = Vec( Hk ), and
However, (33) is still non-convex due to the channel uncertainty hk . To deal with the challenge, it is necessary to specify the channel uncertainty region of hk , for which we consider the following definition of Vec( Hk ), which is
Considering the channel uncertainty region S and applying the Cauchy-Schwarz inequality, we obtain:
To further transform (33) into a tractable linear matrix inequality, the S-procedure method in [24] is helpful. Based on that, (33) can be reformulated as:
where µk ≥ 0. Next, we consider the constraint (25) . Based on the Sphere Bounding method in [22] , the channel uncertainty region for the ERs can be bounded by a ball region A to satisfy the outage constraint (24) , where
, ∀l. Therefore, by adopting the S-procedure method and performing a similar analysis to (33), there exists µ l ≥ 0 such that (25) can be recast into:
Combining the above analysis, the problem in (21) can be equivalently reformulated as:
s.t. (26), (27) , (28), (36), (37)
The problem (38) has been relaxed into a convex one and can be efficiently solved using the interior-point method [25] . It is noted that we drop the rank-one condition before the safe approximation. Hence, in order to guarantee that the optimal solution Q k to the problem (38) is also the optimal solution to the relaxed problem (21) , the following theorem is presented to study the tightness of the relaxation.
Theorem 1: Suppose the problem (21) is feasible with a given group of η k , ∀k, the relaxed problem (38) yields the optimal solution satisfying rank(Q k ) = 1, ∀k.
Proof: Please refer to Appendix A.
2) BTI-BASED APPROACH
In this subsection, we present another conservative approximation, BTI-based approach [26] , for the outage probabilistic constraints of the power minimization problem (21). Let's first consider the outage probabilistic constraints (22), (23) and (24) . Based on the BTI-based approach and using some suitable slack variables, the outage constraint (22) could be equivalently re-expressed into:
whereτ k ,ψ k are the slack variables, and
). One sees that (39) only has K linear constraints, K SOC constraints and K convex SDP constraints, which denotes (22) is efficiently computable. That is, (39) is jointly convex in Q k ,τ k ,ψ k . So it can be tractable. By adopting a similar analysis, the outage constraint (23) can be reformulated as
Similarly, we transform the constraint (24) into:
whereτ l ,ψ l are slack variables, and
. Next, we focus on the safe approximations of (21c), (25) for the eavesdroppers. They cannot be reformulated using the proposed BTI-based approach because of the nonprobabilistic form. Consequently, we attempt to tackle with the constraints by exploiting the same method as shown in the subsection III-B-1. Based on the BTI-based approach, (21) can be equivalently reformulated into:
Now the problem (42) is relaxed into a convex one, and can be efficiently solved using the interior-point scheme [25] . The following theorem states that the relaxed problem (42) based on the BTI-based approach indeed yields the rank-one optimal solution.
Theorem 2: Suppose the problem (21) is feasible with a given group of η k , ∀k, the relaxed problem (42) yields the optimal solution satisfying rank(Q k ) = 1, ∀k.
Proof: The proof is similar to that of Theorem 1. Hence, it is omitted for brevity.
C. A LINE-DIMENSIONAL-LIKE SEARCH FOR THE OUTER PROBLEM
Based on the problem (20) , the outer problem can be re-expressed as:
where (η 1 , . . . , η k ) denotes the outer optimal solutions, η k,min and η k,max are the lower bound and upper bound for η k , ∀k, respectively. With the aforementioned analysis of the slack variables η k , ∀k, it is easy to verify that η k,min = 1, ∀k, whereas the η k,max can be specified by the following theorem. Theorem 3: To satisfy the feasible solutions of the problem (43), η k,max , ∀k can be obtained by
. Proof: Please refer to Appendix B. 
Solve the problem (38) (or the problem (42)), and obtain
∀k. Solve the probem (38) (or the problem (42)), and obtain
∀k. Solve the probem (38) (or the problem (42)), and obtain t 1 = (c 1 , c 2 , . . . , c K ). 8: end if 9: end while 10: Set ζ k = (a k + b k )/2, ∀k. Solve the probem (38) (or the problem (42)), and obtain the optimal (Q k , ρ p k ), ∀k.
To achieve the optimal solution to the problem (43), we first need to calculate η k,min and η k,max , and then perform the LDLS algorithm. For the detailed process, we summarize it in Algorithm 1.
IV. NUMERICAL RESULTS AND DISSCUSSION
In this section, we study the performance of our proposed schemes for SWIPT in the multiuser MIMO systems using numerical examples. Without loss of generality, we consider a flat Rayleigh fading channel model, where the fading gains follow independent and identically distributed (i.i.d.) complex Gaussian distributions CN (0, 1). We set N t = 4, K = 3, L = 2 and P = 50dBm. In particular, we consider the case in which ρ k = ρ p,k = ρ l = 0.1. In addition, we define the CSI error variance matrices as R k = 2 k I, ∀k and P l = 2 l I, ∀l for all the CRs and ERs, where 2 k and 2 l represent the channel error variances at the kth CR and the lth ER, respectively. For simplicity, it is assumed that 2 k = 2 l = 2 . In our simulation, we compare the proposed LDI-based approach and BTI-based approach with the non-robust method in which the channel errors are not considered. Figure 2 presents the required transmission power versus the target secrecy rate, where it is assumed that the noise power for all the CRs and ERs is -20dBm, i.e.,
, ∀k, l, and the threshold of the energy harvesting at each receiver satisfiesĒ p,k = −20dBm, ∀k andĒ l = −15dBm, ∀l, respectively. It can be observed that the total transmission power for all the schemes monotonically increases as the target secrecy rate increases. This happens because higher target secrecy rate leads to more stringent secrecy performance so that the transmitter has to allocate more transmission power to meet the outage constraints. It can also be observed from Figure 2 that, compared to the nonrobust scheme, the proposed ones based on LDI and BTI need less transmission power. Figure 3 depicts the transmission power versus the target harvested power at each CR. Here, we assume that σ 2 k = σ 2 p,k = −10dBm, σ 2 l = −10dBm,R k = 1.3bit/s/Hz and E l = −30dBm, ∀k, l. It can be seen that the total transmission power for all the schemes is an increasing function in terms of the target energy harvesting power. This is because with the increased target energy harvesting power at each CR, the energy outage requirement at each CR is higher. Hence, all the algorithms need more transmission power to satisfy the secrecy requirements. In addition, it can be observed that all the proposed schemes outperform the non-robust one in terms of the target energy harvesting power. Figure 4 describes the transmission power versus the number of the transmit antenna, where we set σ 2 k = −15dBm, σ 2 p,k = −20dBm, σ 2 l = −30dBm,R k = 1.4bit/s/Hz, and E p,k =Ē l = −30dBm, ∀k, l. Different from the results in Figure 2 and Figure 3 , the total required transmission power for all the schemes substantially decreases as the number of the transmit antennas increases. This is due to the fact that a larger number of available transmit antennas at the transmitter increases the extra degrees of the freedom, which can be well exploited for the beamforming design. We can also observe that all the proposed schemes need less transmission power than the non-robust one, which is similar to the results in Figure 2 and Figure 3 .
On the other hand, we can also see from Figure 2 , Figure 3 and Figure 4 that the proposed schemes need to consume more transmission power when the channel error increases. Furthermore, it can also been seen that the proposed LDI-based approach yields better transmission power performance than the BTI-based approach in terms of the target secrecy rate, the target energy harvesting power and the number of the transmit antennas. Figure 5 shows the transmission power versus the target secrecy rate with 2 = 0.004 and different ρ p l , i.e., ρ p l = 0.1 and ρ p l = 0.9, in which we take the same parameters as that in Figure 2 . It is expected that the total transmission power increases with increasing the target secrecy rate. This translates to a higher demand of the target secrecy rate requirement facilitating the more power allocation at the transmitter, which is similar to the result in Figure 2 . In addition, a larger portion of power is allocated at the transmitter with ρ the smaller ρ p l means that the portion of the power used for eavesdropping by ERs is less. Thus, the transmitter don't need to generate a higher transmission power to guarantee communication secrecy. Besides, it is interesting to note that there is big gap between the total transmission power with ρ p l = 0.1 and that with ρ p l = 0.9, whereas the gap gets shirnking as the target secrecy rate increases. The result suggests that the secure constraints dominate the system performance as the target secrecy rate requirements become more stringent. Figure 6 shows the transmission power versus the target energy harvesting power with 2 = 0.004 and different ρ 
3bit/s/Hz andĒ l = −30dBm, ∀l. It can be observed that the total transmission power increases with the target energy harvesting power. Since a higher target energy harvesting power requirement can lead to a higher energy level at the CRs for energy harvesting, it demands a higher amount of transmission power, which presents the same result as in Figure 3 . Furthermore, the total transmission power with ρ p l = 0.1 keeps consistent in that with ρ p l = 0.9 when the target energy harvesting power increases. That is because the target secrecy rate at CRs is fixed so that the portion of power used for ID keeps unchanged. The transmitter only increases the transmission power to satisfy the increasing portion of power for EH at CRs, which is not related to the ρ p l increase.
V. CONCLUSION
In this paper, we have investigated the energy efficiency for secure communications in the multiuser MIMO SWIPT system with multiple internal/external eavesdroppers. We have formulated the power optimization problem by considering the outage constraints on the achievable secrecy rate and the harvested energy under imperfect CSI. We have proposed a two-level optimization algorithm. For the inner problem, we have used two safe approximations: LDI-based approach and BTI-based approach, to convert the outage constraints into a series of LMIs and SOCs. For the outer problem, we have proposed a novel LDLS algorithm. We have verified the tightness of the relaxation by showing that the optimal solutions were indeed rank-one. Simulation results have been presented to validate the performance of our proposed schemes.
APPENDIX A PROOF OF THEOREM 1
We provide the proof of the rank-one solution for the power minimization problem (38). In order to show the optimal solution is rank-one, we first focus on the constraints (26b), (26c), (27b), (27c), (28b), (28c), which could be equivalently rewritten without Q k . For the constraint (26b), it can be expressed as:
, (a) holds due to the basic property of the matrix norm which is A + B ≤ A + B for any matrices A and B, (b) holds because of the another property of the matrix form which is AB ≤ A B for any matrices A and B, and (c) can be achieved by the fact that λ max (A) ≤ Tr(A) for any A 0.
For a further analysis, (45) can be equivalently rewritten as the following LMI: 
In order to further analyze the above LMI in (47), we take Proposition 2 in [27] . The merit of the proposition comes from the fact that the complex matrix inequalities can be equivalently transformed into the deterministic LMI ones without the matrix variables.
Hence, (47) can be equivalently rewritten as the following LMI based on the proposition: 
where (a) follows from the fact that h H k Q k h k ≤ Tr(Q k ) h k 2 , ∀k for any Q k 0 [28] ; (b) holds due to the fact that Tr(Q k ) ≤ P K , ∀k, and the basic property of the matrix norm which is A + B ≤ A + B for all matrices A and B [28] .
This completes the proof.
